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Video Anomaly
Identification
[A statistical approach]

T

his article describes a family of unsupervised
approaches to video anomaly detection
based on statistical activity analysis.
Approaches based on activity analysis
provide intriguing possibilities for
region-of-interest (ROI) processing since relevant
activities and their locations are detected prior to
higher-level processing such as object tracking, tagging, and classification. This strategy is essential for
scalability of video analysis to cluttered environments
with a multitude of objects and activities. Activity
analysis approaches typically do not involve object
tracking, and yet they inherently account for spatiotemporal dependencies. They are robust to clutter arising
from multiple activities and contamination arising from
poor background subtraction or occlusions. They can sometimes also be employed for fusing activities from multiple cameras. We illustrate successful application of activity analysis to
anomaly detection in various scenarios, including the detection
of abandoned objects, crowds of people, and illegal U-turns.
INTRODUCTION
Video camera networks are ubiquitous. Over 30 million cameras produce close to 4 billion hours of video footage per week
in the United States alone [1]. This proliferation is taking place
since, unlike other sensing modalities, visible-light cameras
provide excellent space-time resolution, long capture range,
wide field of view, and low latency. Consequently, large-scale
camera networks can provide pervasive, wide-area monitoring
to protect national infrastructures. Such a protection necessitates careful video analysis in suitable data space (such as photometric, behavior, and attitude) and with appropriate
objectives, from counting objects and object localization to
identifying suspicious movement of people or assets.
Our focus in this article is on identifying anomalous activity
in space and time. Currently, this type of video analysis
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requires significant human supervision. However, since human
supervision is not scalable, most of the video data from surveillance cameras is usually stored and rarely processed [1].
Clearly, autonomous analysis algorithms for networked camera
systems operating in unstructured and highly cluttered indoor
and outdoor environments are of interest. Furthermore, as
computing power available in cameras increases, the computational intelligence is expected to move to the network edge, i.e.,
individual camera nodes, thus calling for distributed solutions.
There exist fundamental technical challenges to realizing
this goal. First, urban scenarios provide a deluge of dynamic
data. Identifying relevant information, such as meaningful
change detection, in urban clutter is not easy. Second, doing so
reliably, i.e., with small false alarm and miss rates, is difficult
and perhaps impossible in harsh sensing environments (e.g.,
camera jitter). Third, combining views from multiple cameras
for dynamic scene characterization and to improve detection,
localization, and tracking performance is challenging.
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We describe recent developments in statistical, event-ensemble framework for dynamic scene modeling and anomaly
detection and localization. This framework, which has been
evolving over the past decade, has an interesting ROI interpretation. The main idea is to detect relevant activities and
corresponding locations prior to higher-level analysis, such
as object or activity tracking, tagging, and classification. This
framework places its emphasis on modeling contextual and
behavioral attributes at different locations and times rather
than the conventional emphasis on object tracking and classification. One of the advantages of this framework is its
robustness to pose and illumination changes. Some of these
contextual attributes are geometrically invariant to camera
zoom and orientation, leading to new concepts for characterizing spatial correspondences between different locations in
single as well as multiple cameras. This is particularly valuable in a heterogeneous camera network wherein the cameras have different locations (wide-baseline scenarios),
orientations with respect to the scene, and zoom levels and
in which the inherent topology of the network is dynamic,
i.e., the cameras can often change their orientations and
zoom levels. The material for this article has been largely
drawn from our earlier work [2]–[6].
VIDEO ANOMALY DETECTION: CHALLENGES
Anomalies or outliers, as described in one of the survey papers
[7], are observations that do not conform to a well-defined notion
of normal behavior. For example, if most observations associated
with nominal behavior belong to some set, then observations
outside (or sufficiently far away from) this set can be considered
as outliers or anomalies. A statistical framework is often used to
describe anomaly detection. In this setting, we are given features,
,, in a suitably high-dimensional space. Feature instances are
distributed with a probability density function (pdf), g0 1 # 2 , if they
come from a nominal distribution. Anomalous instances are distributed with pdf, g1 1 , 2 . In the statistical framework, the anomaly detection problem amounts to predicting whether an instance
, is distributed according to nominal or anomalous pdf. Thus,
the detection problem can be stated as follows:
dist.
H0 : , dist.
, g0 1 # 2 versus the alternative 1 anomaly 2 H1 : , , g1 1 # 2 .
(1)

If both pdfs are either known or can be estimated from training
data this task reduces to the well-known likelihood ratio test
(LRT) [8].
Nevertheless, video anomaly detection is generally difficult
because of the following issues:
■ The nominal and anomalous distributions are generally
unknown and difficult to estimate even when the training
data is given. This is because the boundary between normal
and anomalous behavior depends on the choice of feature
descriptors and distance metrics used that, in turn, significantly affect the performance. Anomalous behavior is typically not apparent from raw video (pixel intensities) and the

video data needs to be transformed to a feature space where
anomalies may become apparent.
■ Both normality and abnormality are diverse since a typical
urban video contains a multitude of activities. Therefore,
there is no single distribution that captures either the nominal or anomalous activity.
■ A critical issue is the general lack of labeled data for training/validation. This is particularly acute for anomalous data,
since it is difficult to stage a rich set of anomalies, which is
representative of a real-world scenario.
■ Computational speed, in addition to statistical performance, is also an important performance metric for an
anomaly detection system. For instance, there maybe a need
for real-time detection in surveillance situations.
■ Finally, the nominal background activity is nonstationary
over a long time scale, e.g., activities during the day are significantly different from those at night. Consequently, the
nonstationarity has to be accounted for.
There are many types of video anomalies, and it is generally
difficult to group them. One possible classification is based on
the fundamental dynamical nature of video data. In this perspective, video anomalies can be thought of as the presence/
absence of usual (or unusual) objects or motion attributes in
unusual (or usual) locations or times. For instance, an abandoned-object anomaly occurs when an object is present at an
unusual location for an extended period of time. A trespassing
anomaly occurs when motion is present at unusual locations.
An illegal U-turn anomaly occurs when an unusual motion
attribute appears at the usual locations. Clearly, video anomalies
can either be localized, as in the case of abandoned objects, or
spatially distributed, as in the case of illegal U-turns.
A significant effort has been devoted to video anomaly detection in surveillance applications over the last decade. The general problem, however, is still open because of the wide variety of
anomalies; most of the existing anomaly detection techniques
solve the problem in a specific scenario. In the following, we
review some major approaches to video anomaly detection.
These techniques differ both in terms of what is known about
the training data as well as the different transformations and
metrics used for anomaly detection.
VIDEO ANOMALY DETECTION: STATE OF THE ART
The existing techniques to video anomaly detection can be
broadly classified into supervised and unsupervised approaches.
SUPERVISED APPROACHES
In the supervised video anomaly detection problem, the collection of anomalies are assumed to be known. One first constructs a dictionary of anomalies, and then, for each observed
video, one checks if a match can be found in the dictionary.
From the statistical perspective, the problem reduces to a conventional classification problem in machine learning. Once a
set of features , is selected, pdfs under nominal and anomalous distribution can be estimated (or implicitly characterized)
and, finally, an LRT (which usually can be reduced to the
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assumption is that the tracks
evaluation of a distance metTHE MAIN IDEA IS TO DETECT
are uniformly distributed over
ric) can be applied to detect
RELEVANT ACTIVITIES AND
the set of all tracks. In this staanomalous behavior. This
CORRESPONDING LOCATIONS PRIOR
tistical perspective, the optimal
approach has been used for
TO HIGHER-LEVEL ANALYSIS.
detection rule is a thresholding
many interesting scenarios,
strategy, whereby outliers with
including detecting people carrespect to the nominal tracks
rying boxes, suitcases, and
are declared abnormal. In particular, one can define a negative
handbags [9] or detecting abandoned objects [10]. The main
log-likelihood function as follows:
drawback of the supervised approach is that anomalous
instances are far fewer compared to the normal instances in
anomalous
the training data, and obtaining representative instances of
L 1 , 2 5 2log 1 g0 1 , 22 _ u.
(2)
anomalies is generally difficult. Also, the method does not gennominal
eralize to new anomalous patterns.
Although there are advantages to using paths as motion feaUNSUPERVISED APPROACHES
tures, there are clear disadvantages as well. First, tracking is a
In the past decade, several researchers have focused on an alterdifficult task, especially in real time and in urban scenarios
native unsupervised approach. Unsupervised approaches generwhere often a large number of objects are present. Since the
ally imply that labels are unknown. However, there is an implicit
anomaly detection is directly related to the quality of tracking, a
assumption that the number of nominal instances far outnumtracking error will inevitably bias the detection step. Second,
ber the anomalous ones. For this reason, there is an overlap
since each individual or object monitored is related to a single
between unsupervised and semisupervised approaches where
path, it is hard to deal with people occluding each other.
the nominal instances are provided as a training set. In these
approaches, the central aspect is the modeling of nominal activANALYSIS-BY-SYNTHESIS METHODS
ity either automatically or based on a training set of nominal
One alternative approach to track-based approaches is that provideo patterns.
posed by Boiman and Irani [22]. This approach is based on spatiotemporal intensity correlation among different snippets of
OBJECT-TRACKING-BASED METHODS
video. An observed sequence is built from spatiotemporal segA number of methods have been developed for learning twoments extracted from a training sequence. In this analysis-bydimensional (2-D) motion paths [11], [12] resulting from
synthesis method, only regions that can be built from large
tracking of objects or people [13]. Here, a large number of
contiguous chunks of the training data are considered normal.
normal individuals or objects are tracked over time during the
Malinici et al. [23] propose a related method for grasping
training phase. The resulting paths are then summarized by a
behavior without having to extract motion features. This is done
set of motion trajectories, often translated into a symbolic repby extracting features from the raw video with invariant subresentation of the background activity. In the detection phase,
space analysis. An infinite hidden Markov model is then used to
paths extracted from the monitored video are compared
model the sequential characteristics of typical video. Methods by
against those extracted in the training phase. Tracking is genYilmaz et al. [24] and Gorelick et al. [25] also use spatiotemporal
erally performed by means of graphical state-based representachunks of video to characterize behavior. In this case, the siltions, such as hidden Markov models or Bayesian networks
houette of a moving object is concatenated into a three-dimen[13]–[17]. Johnson and Hogg [18] consider human trajectories
sional (3-D) volume whose shape is used to recognize specific
in this context. The method begins by vector-quantizing tracks
types of behavior. Unfortunately, these methods seem only effecand clustering the result into a predetermined number of pdfs
tive when very few moving objects are seen simultaneously.
using a neural network. Based on the training data, the methAlso, in many of these approaches, either a video clip or a large
od predicts trajectory of a pedestrian and decides if it is anompart of the field of view is treated as an integral entity.
alous or not. This approach was subsequently improved by
Consequently, the whole video clip or a large part of the field of
simplifying the training step [19] and embedding it into a
view is labeled as either nominal or anomalous.
hierarchical structure based on co-occurrence statistics [20].
More recently, Saleemi et al. [21] proposed a stochastic, nonCONTEXTUAL AND BEHAVIORAL METHODS
parametric method for modeling scene tracks. The authors
These approaches model the contexts and behavioral attributes
claim that the use of predicted trajectories and tracking methof an object rather than the object itself. Context in a video genod robust to occlusions jointly permit the analysis of more
erally means the location and time of an object passing through
general scenes, unlike other methods that are limited to roads
the field of view. Behavioral attribute refers to the noncontextuand walkways.
al attributes such as the size, speed, direction, and color of the
From a statistical perspective, the tracks amount to features
object passing by a specific location.
1
2
These methods can work at a pixel level or more generally
, here and a nominal distribution of tracks, g0 , , is obtained
on larger blocks of pixels. Some methods use summary of
in the training phase. For the anomalous tracks, the implicit
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[FIG1] Traditional versus proposed approach to abnormal behavior detection. While in the traditional approach, object extraction has
to deal with clutter, in the proposed approach clutter is removed due to the focus on abnormalities.

motion vectors [26]–[30] or motion labels [2], [31]–[34] for
each location to describe activity in the scene. Consequently, an
image-like 2-D structure provides a summary of activities over
a large time window, thus easing memory and processing
requirements. At the core of many of these approaches is a
departure from traditional object-based tracking perspective in
favor of a new perspective that relies on location-based statistical modeling.
Our perspective on many of these approaches is illustrated in
Figure 1. As described earlier, the main problem with an objecttrack-based approach is that, in case of complex environments,
such as those depicted in Figure 1, object extraction and tracking are performed directly on cluttered raw video or motion
labels. In contrast, in the more recent approaches, it is possible
to envisage a paradigm where anomaly detection is performed
first, followed by object extraction and tracking, as shown in the
lower branch of the block diagram in Figure 1. If the anomalous
activity is reliably identified (tram in Figure 1), then object
extraction and tracking focus on a ROI, and thus are relatively
straightforward, both in terms of difficulty and computational
complexity, on account of sparsity and absence of clutter.
In this line of research Xiang et al. [32] (and later Li et al.
[34]) represent each moving blob by a seven-dimensional (7-D)
vector that accounts for the blob’s position, shape features, and
motion vectors. An expectation maximization (EM)-based algorithm is used to cluster these 7-D points from training data to
form the so-called behavior profiles. These profiles serve as a
model for background activity. In the testing phase, the moving
blobs in each frame are assigned to one or more of the behavior
profiles. Those that are left unassigned (or have a low likelihood
of assignment) can be thought of as anomalies. Wang et al. [29]
present a related approach for background activity modeling. In
their so-called bag-of-words approach, they divide the video into
short clips, which they call “documents.” Then, for each document, they extract visual features (usually motion vectors) for
each moving blob. These features are then quantized into “visual
words,” which they cluster into the so-called topics. In this way,
documents with similar topics are grouped together. Again,

anomaly detection can be performed by looking at distances from
clusters. The main difference between the two approaches
appears to be the features chosen and the adaptive methods used
for choosing the number of clusters. Simon et al. [35] also present modeling of background activity, which is aimed at recognizing high-level visual events. To do so, they implement a
three-stage procedure in which they 1) gather spatiotemporal
motion features for each moving object, 2) cluster the moving
objects, and 3) recognize events with an ensemble of randomized
decision trees made of those clusters.
While these attempts at modeling background activity appear
promising for anomaly detection, they suffer from the following
deficiencies:
■ Unstructured Activity: In many situations, the background
activity is made up of unstructured events such as random
motion of water surface, trees shaking in the background,
water fountains, or activities on a plaza observed from sufficiently far away. In these cases, motion is usually random,
both spatially and in time, and, possibly, uncorrelated. In
these situations, it is unclear whether background models
based on clustering motion vectors, shape and position
descriptors can provide meaningful characterization of the
background activity. For instance, motion estimated on shimmering water surface may have quite random magnitudes
and orientations, and it is unclear what would be the impact
of clustering in this scenario. Both the bag-of-words approach
of [29] and the behavior profiling approach of [32] have only
been tested on a limited set of highly structured scenarios,
and further work is necessary to understand performance of
these approaches in unstructured situations.
■ Collective Anomalies : The individual data instances in a
collective anomaly may not be anomalies by themselves,
but their occurrence together as a collection may be anomalous. This may happen, for instance, when an abandoned
object is placed at a specific location. At any instant the
presence of an object at a specific location is not anomalous but rather the existence of an object over a longer
period of time is what makes the object anomalous.
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based representation, where we
Depending on how motion
VIDEO ANOMALIES CAN BE THOUGHT
characterize activity at each
vectors are clustered, it can
OF AS THE PRESENCE/ABSENCE OF USUAL
pixel captured by the camera by
result in poor detection in
(OR UNUSUAL) OBJECTS OR MOTION
means of a motion label with
such instances.
ATTRIBUTES
IN
UNUSUAL
(OR
USUAL)
two possible states: “moving” or
Clutter
■
: Spatially local“static.” Furthermore, to allow
ized anomalies can suffer
LOCATIONS OR TIMES.
a richer description, we augfrom contamination caused
ment this dynamic representaby several other nominal
tion with additional features, such as size, shape, speed and
activities occurring in the vicinity. This phenomenon can be
direction of movement, or even photometric properties.
attributed to poor signal-to-noise ratio (SNR). In such cases,
S
More formally, let Lt 1 x 2 denote a motion label at location
the anomalous signal is small relative to the noise associated
S
with surrounding activity. Rather than form global spatial
x 5 1 x, y 2 and time t. Clearly, Lt, t 5 1, 2, c denotes a
clusters and test those for anomalies, this scenario requires
sequence of motion label fields associated with the sequence of
focusing attention on appropriate spatial scale to ensure that
frames It, t 5 1, 2, c. There exist many approaches to comthe anomalous signal is detected.
puting labels Lt. Robust background subtraction methods [20],
[36], [37] are preferable, although computationally demanding.
■ Feature Statistics : Frames in a video are highly correlated
Figure 2(d) shows a typical motion label field with black
both spatially and temporally. Therefore, the collection of
S
denoting a static (Lt 1 x 2 5 0) and white denoting a moving
features such as motion vectors, shape parameters, and posiS
tions are all highly correlated in time. In general, it is diffi(Lt 1 x 2 5 1) state. It is essential to realize that there exists an
cult to estimate feature statistics, such as its pdf, from
alternative interpretation of motion labels: a sequence of concorrelated samples.
secutive 1s can be considered a busy period and a sequence of
S
Multicamera
Fusion
0s—an idle period. In this case, at each location x the motion
■
: Most features, including motion vecS
tors and shape parameters, strongly depend on geometry.
label sequence Lt 1 x 2 , t 5 1, 2, c can be considered as subseTherefore, fusing multiple camera views to characterize backquent busy and idle periods (Figure 3). As discussed earlier,
ground activity based on these features appears to be difficult.
luminance exhibits strong correlation temporally. On the other
Consequently, other methods are required to establish correhand, the idle period lengths are largely independent across
spondence between the different cameras. This can be an
time, as are the busy period lengths. Consider, for example, a
issue, particularly in low-power, low-bandwidth environments.
traffic stream on a busy road; one vehicle and its attributes (size,
In the remainder of the article, we build upon the existing
shape, and color) generally are not predictive either of the preswork on contextual and behavioral paradigm for video analysis
ence of preceding/subsequent vehicles or of their corresponding
in surveillance scenarios. We develop feature descriptors that
attributes. We confirm this experimentally by computing autohave a concrete statistical interpretation. These feature descripcorrelation at a specific pixel of traffic pattern shown in
tors amount to an event-ensemble framework for dynamic scene
Figure 2(a); the idle period length is practically an uncorrelated
characterization. Our event-based framework enjoys certain
random variable [Figure 2(f)], while the luminance is not
geometric invariance properties that lead to new concepts for
[Figure 2(c)]. The decomposition of video into busy and idle
characterizing spatial correspondences between different
periods leads to an interesting model that we discuss next.
locations in single as well as multiple cameras. This is particularly valuable in heterogeneous camera networks, wherein the
MODELING PIXEL ACTIVITY USING MARKOV CHAINS
cameras have different locations (wide-baseline scenarios), oriThis busy-idle, or event-based, video representation places
entations with respect to the scene, and zoom levels and in
activity analysis firmly within the conventional statistical
which the inherent topology of the network is dynamic.
learning theory, which relies on independent samples.
Furthermore, as suggested previously, each event, defined as
NOMINAL ACTIVITY MAPS: A STATISTICAL APPROACH
one busy period followed by one idle period, can be augmented
Raw video can be thought of as a sequence of frames
with various features to further enrich the description. This
It, t 5 1, 2, c. This representation, although common and
alternative representation has two immediate benefits: computational efficiency, due to the binary nature of labels, and
useful for many tasks, is redundant from the standpoint of
mutual independence not only among busy and idle periods,
anomaly detection. First, for a static camera, the case considbut also independence among features belonging to different
ered here, there is a significant correlation between frames; litbusy or idle periods. Consequently, by the nature of this contle innovation is captured by a new frame. Second, luminance
struction, events and their attributes can be viewed as indeand color in a single frame, in principle, contain no information
pendent samples in a suitable space, and advanced learning
on scene dynamics; two or more frames need to be considered
techniques can be readily applied.
jointly to infer dynamics in the scene. Third, although frame-byThese ideas and the empirical evidence from Figure 2 sugframe representation is inherently dense, activity in a typical
gest a two-state Markov chain model with busy and idle states
surveillance scenario is inherently sparse, both spatially and
shown in Figure 3. Additionally, feature descriptors, such as
temporally. Motivated by these issues, we develop a new event-
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[FIG2] Comparison of frame- and event-based video representation: (a) original image, (b) luminance evolution, (c) luminance
autocorrelation function at a pixel, (d) motion label field obtained using method from [36], (e) label evolution, and (f) autocorrelation
function of idle period length (label = 0) at the same pixel. Note the Dirac-like shape of the bottom autocorrelation, suggesting
independence of idle period lengths.

size, shape, color, texture, and velocity, can be modeled at each
S S
S
location x and time t as a random vector F t 1 x 2 conditioned on
the underlying state. For example, if only size were to be used as
S
a feature, then the random vector F would become a scalar,
whereas should, additionally, speed and direction be used, then
S
F would be a 3-D vector. These descriptors are not different
from those employed for describing contextual and behavioral
attributes (see, for instance, [29], [32], and [35]). However, our
feature descriptors have a statistical interpretation. At each locaS
tion x our model implicitly assumes not only independence
among the busy and idle periods but also a conditional independence of the feature descriptors when conditioned on the state
(busy/idle), e.g., the color of a car is independent of the color of
subsequent cars. Different types of models for feature descriptors can be incorporated. For instance, a Gibbs-Markov model
with suitable potential function can be applied to provide a meaS
sure of temporal variability of descriptor F within a busy period.
Based on the Markov chain model from Figure 3, we can
now describe the pdf of features ,, namely g0 1 , 2 from (1), for a
S
sequence of frames It observed at pixel x over a w-frame time
window W 5 3 t 2 w 1 1, t 4 . So far, the set of features , was not
precisely defined. Now, let , combine all motion labels Lt and
S
feature descriptors F t within time window W as follows:
S
S S
S
S
S
5 ,i 6 W 5 5 Lt2w11 1 x 2 , c, Lt 1 x 2 , F t2w11 1 x 2 , c, F t 1 x 2 6 . Note

S

that, to simplify notation, we omit location x from 5 ,i 6 W,
assuming it implicitly. It can be shown that the negative loglikelihood of the pdf has the following linear form:
L Sx 15,i 6 W 2 5 2log 1 g0 15,i 6 W 22
t

5a

a

k5t2W11

S

S

S

Lk 1 x 2 3 A1 1 A2Vk 1 x 24b 1 A3Kt 1 x 2 , (3)
S

where Aj are constants, Vk 1 x 2 is a potential function from the
S
S
Gibbs-Markov model of the feature descriptor F , and Kt 1 x 2 is
proportional to the total number of busy-idle transitions in time
S
window W for pixel at x . The expression in (3) is not immediately obvious, but its derivation is outside of the scope of this
overview article. For derivation details and discussion, see [6].
Intuitively, however, if A2 5 0, i.e., no additional features are
considered, then this statistic combines two quantities at locaS
tion x within time window W: the total busy time (the summation) and the average number of busy-idle transitions, which
jointly characterize how often and for how long an object passes
S
through pixel at x . For A2 2 0, the additional term expresses
S
the total energy of the descriptor F and captures characteristics
S
of an object passing through x . For example, it can account for
size and speed or both. The form of this statistic remains valid
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[FIG3] Markov chain model for a dynamic event: p, q are state probabilities (static and
moving, respectively), and 1 2 p, 1 2 q are transition probabilities.
b1, i1, b2, i2 denote
S
consecutive busy and idle intervals. A feature descriptor F , such as its size, speed/
direction of motion, color, luminance, etc., is associated with each busy interval.
S

for various descriptors F , including a temporal Gibbs-Markov
model that can be used to measure the variability of the descriptor in time.
As a concrete example, we present a specific feature
descriptor for situations when object size is of importance. Let
S
S
St 1 x 2 be a scalar value describing size at location x and time t
as follows:
S

St 1 x 2 5

1
0N0

S

S

a
S S

S

S

y [N1x 2:y xv x

S

d 1 Lt 1 x 2 , Lt 1 y 22 ,
S

(4)
S

S

where N 1 x 2 is a square window centered at x and y xv x
S
S
means that y and x are connected. Connectedness here is in
the sense of graph connectivity. At each time t we can associate
a graph with vertices corresponding to the pixels; an edge exists
between any two vertices if they are spatial neighbors and also
S
S
share the same motion labels. Two pixels x and y are connected
S
S
if a path exists from x to y . Also, d 1 # 2 5 1 if and only if
S
S
S
S
Lt 1 x 2 5 Lt 1 y 2 5 1, i.e., if both x and y are deemed moving,
otherwise d 1 # 2 5 0. Although this descriptor is not a direct meaS
sure of the size of an object passing through pixel at x , it is
related to object size; objects smaller than the window N will
produce smaller values of St, whereas larger objects will produce
S
S
descriptors St 1 x 2 5 1 for locations x in a close spatial proximiS
ty. If St is the only descriptor used in F t, then, since size is nonnegative, the Gibbs-Markov potential takes a particularly simple
S
S
form, namely Vk 1 x 2 5 Sk 1 x 2 . Should one be interested in
measuring the variability of size across time, another

potential function could be used:
S
S
S
Vk 1 x 2 5 |Sk 1 x 2 2 Sk21 1 x 2 |.
Note that (3) takes a specific linear
form, namely, a weighted linear combination of motion labels and feature descriptors. Alternatively, it may be advantageous
in certain cases to retain these features as
a vector. Indeed, a closer examination of
(3) reveals that a feature vector may be
composed of the average activity level,
average number of transitions, and average feature descriptor.

LOCALIZED NOMINAL MAPS
In many applications, the task is to localize video anomalies
both spatially and temporally. This is often accomplished by
means of localized nominal maps, i.e., spatially and temporally
localized maps that capture nominal activity. These types of
maps can be used for detecting spatiotemporally localized
anomalies. Several approaches are possible based on features
S
5 ,i 6 W defined at each location x , and this will be described in
the section “Anomaly Detection Results.” Here, we graphically
illustrate localized nominal maps to underline the fact that features are limited to a specific spatial location.
To illustrate the implications of this localization, consider (3)
and, in particular, consider the maximum of LSx 15,i 6 W 2 as a
localized nominal map. This quantity is spatially variant and can
be captured by a 2-D array
S

Bmax 1 x 2 5 max LSx 15 ,i 6 W 2
t[ 31, M4

(5)

over M frames of the training data, where M .. w. Recall
from the section “Modeling Pixel Activity Using Markov Chains,”
that the window W implicitly depends on the time t. We call
Bmax the background behavior image [2], [6], as it captures the
background activity, in this case, peak activity, in the training
data in a low-dimensional representation (one scalar per locaS
tion x ). As shown in Figure 4(c), behavior image succinctly
synthesizes the ongoing activity in a training sequence. It

Video Frame It

Motion Label Field Lt

Behavior Image B

Anomaly Map

(a)

(b)

(c)

(d)

[FIG4] (a)–(d) Behavior subtraction results for the maximum-activity nominal map (see text) on data captured by a stationary, although
vibrating, camera. This is a highly cluttered intersection of two streets and interstate highway. Although the jitter induces false
positives during background subtraction (Lt), only the tramway is detected by behavior subtraction; the rest of the scene is
considered normal.
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we consider two pixels with
implicitly includes the paths
WHILE PHOTOMETRIC SCENE PROPERTIES
identical signatures arising
followed by moving objects as
ARE HIGHLY CORRELATED IN TIME,
from opposite directions of
well as the amount of activity
DYNAMICS OCCURRING IN THE SCENE
motion (left to right versus
registered at every point in the
REMAIN LARGELY UNCORRELATED
right to left). Obviously, normal/
training sequence. Also, note
abnormal behavior arising from
that the behavior image is
TEMPORALLY THUS FACILITATING THE USE
the pattern of activity between
robust to moderate false alarms
OF STATISTICAL LEARNING METHODS.
the two pixels cannot be capand misses arising from errors
tured through a purely pixel-byin motion label estimation
pixel analysis. One possible direction in solving this issue is to
since the nominal map is derived from activity over the tempocluster the features for each location and follow along the lines
ral window W. Clearly, perfect background subtraction to comdescribed in [32] and [29]. Here we present an alternative
pute motion labels is not essential. In the section “Anomaly
approach based on Markov random fields (MRFs). To this end we
Detection Results,” we will describe how such behavior images
develop co-occurrence models as a function of location [4].
can be used to detect localized anomalies in a wide range of sceS
S
Consider two neighboring pixels x and y with associated
narios. We emphasize that the maximum activity is an instantiS
S
ation for the purpose of illustration, and, in general, one could
motion label time series Lt 1 x 2 , Lt 1 y 2 . Suppose the two pixels
instead represent a multivariate feature vector by its p-value,
are sufficiently close that they lie on a path traversed by a
S
S
which is statistically more meaningful.
moving object. While the correlation between Lt 1 x 2 and Lt 1 y 2
S
S
is small, the correlation between Lt 1 x 2 and Lt1t 1 y 2 , i.e., timeS
ROBUSTNESS TO ERRORS IN
shifted series at y , should be significant for some time delay t
S
S
BACKGROUND SUBTRACTION
(the same object induces changes at x and y except for a time
The feature vectors as well as the scalar statistic in (3) are based
shift). This implies that one should be able to determine spaS
on binary random variables Lt 1 x 2 whose realizations are comtial relationships by matching temporal signatures, i.e.,
through activity matching.
puted using background subtraction. Since the computed labels
S
In the simplest case, two spatiotemporal sites 1 x , t 2 and
will be necessarily noisy, i.e., will include false positives and
S
1 y , t 1 t 2 are considered as co-occurring if they are both occumisses, a positive bias will be introduced into the event model
S
S
[even if the noise process can be considered consisting of indepied, namely, Lt 1 x 2 5 Lt1t 1 y 2 5 1. Clearly, other features, such
S
pendent, identically distributed random variables (IID), i.e., its
as similarity between feature vectors measured at 1 x , t 2 and
S
1 y , t 1 t 2 , could also be incorporated into this definition.
mean is positive since labels are either 0 or 1]. The simplest
S
method of noise suppression is by means of low-pass filtering.
Consequently, in this generalized perspective 1 x , t 2 and
S
1 y , t 1 t 2 co-occur not only due to the position and orientation
Thus, in scenarios with severe event noise (e.g., unstable camera, unreliable background subtraction) its impact can be mitiof the camera in the scene but also due to the shape, velocity,
gated by using a simple averaging filter to compute the
and direction of the moving objects. Nevertheless, to keep the
background behavior image [38]
development simple, we describe the simplest case of co-occurrence here. Interestingly, several moving objects exhibiting reg1 M
S
ular behavior (think of cars on a highway going in the same
Bavg 1 x 2 5 a LSx 15 ,i 6 W 2 .
(6)
M t51
direction) leave, after a while, similar traces in the spatial neighS
borhood of x . Our method encapsulates such traces in terms of
Note that this background behavior image estimate provides a
a co-occurrence frequency matrix, which captures the frequency
space-variant bias derived from the training data. This bias ariswith which two spatiotemporal neighbors co-occur. The co-oces from errors in background subtraction but is temporally staS
S
currence matrix for locations x and y is defined as follows [4]:
tionary. Consequently, it captures the stationary aspects of the
scene and can be reliably estimated.
1 t0 1M21
S
S
axS Sy 1 t2 5
d 1 Lt 1 x 2 , Lt1t 1 y 22 ,
(7)
a
SPATIAL CO-OCCURRENCES
M t5t0
The patterns of activity described in the “Modeling Pixel Activity
Using Markov Chains” section primarily dealt with spatially
where t0 is a time instant of interest, d is the same indicator
localized time series, whereas in reality, activities are spatially
function as in (4), and the range of time delays is limited by
correlated. For instance, vehicles traveling on a highway are
tmax, i.e., 2tmax # t # tmax. From (7), a xS Sy 1 t 2 can be underS
characterized by spatial paths they traverse. In general, a pure
stood as a 3-D matrix storing the number of times a pixel x at
S
pixel-by-pixel approach is insufficient in applications where
time t co-occurred with a pixel y at time t 1 t within an M
anomaly is manifested spatially, e.g., cars running against traffic
-frame time window. This matrix can serve as the basis for charflow, and cars making illegal U-turns. Consequently, a strategy is
acterizing nominal activity as follows: Let M Sx, t be a small spaS
needed for incorporating spatial patterns in addition to the temtiotemporal window centered at 1 x , t 2 , and let 5,i 6 Mx, t be the set
poral patterns of motion label sequences. The shortcomings of
of features restricted to M Sx, t. Our probabilistic model for co-occharacterizing purely temporal behavior become clearer when
currences is an MRF parametrized through a xS Sy (7) as follows:
S
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[FIG5] Co-occurrence matrix axS yS 1 t 2 for a specific location x 5 x0 depicted as a function of y 5 1 x, y 2 and t with color representing the
degree of co-occurrence (red 5 high, blue 5 low) for: (a) regular traffic flow, (b) regular traffic flow and pedestrians crossing the street,
and (c) pedestrians walking from left to right and from right to left.

g0 1 5 ,i 6 Mx , t 2 5
S

1
S
S
exp a
aSx Sy 1 t 2 d 1 Lt 1 x 2 , Lt1t 1 y22b, (8)
a
Z
1S
y ,t1t2 [Mx , t
S

where Z is a partition function. We assume that the temporal
size of window M Sx, t is less than w, so that the summation is
well defined. Clearly, g0 1 # 2 describes a joint probability distribution on the observed features in the window M Sx, t centered at
S
location x and time t. Note that this probabilistic model
accounts for co-occurrences, and we use it here separately from
the Markov chain model (3). It would be interesting to explore
how to combine these two models into one representation.
Typical co-occurrence matrices that explicitly account for
S
spatial paths around a specific pixel at x are shown in Figure 5.
For example, the plot in Figure 5(a) shows co-occurrences for
an object that moves linearly from left to right. Other plots
show more complex scenarios. Note that the co-occurrence
matrix can be updated in time to account for changes in the
behavior. This can be done by simply adding, in a linear fashion,
new traces as they appear in a streaming video.
GEOMETRIC INVARIANCE AND
MULTICAMERA NOMINAL MAPS
We also describe the basis for deriving statistical models of
multicamera nominal activity. Our description will be based

Camera 1

Camera 2
I
r2

r1
V0
X0

Object
Motion Plane

[FIG6] Illustration of geometry independence. The projection of l
and v0 scale with the same factor for each camera. This cancels
the impact of camera viewing angle.

on the concept of geometric invariance (see [5]). As described
in the “Introduction,” in heterogeneous camera networks,
uncalibrated cameras are common. Nevertheless, one would
like to benefit from combining observations of the same activity captured by multiple cameras. The main issue is how to
ensure that activity seen at a specific location(s) in one camera
is the same activity seen in other cameras. Clearly, the geometric properties change based on orientation and zoom levels. While a significant effort has been devoted in the
literature to deriving correspondences across cameras based
on feature detection methods [39] such as scale invariant feature transform (SIFT) [40], we explore a different idea based
on activity correspondences.
To build intuition, we consider a hypothetical situation
of two cameras with infinite resolution pointed at a flat
object moving on a plane. Suppose the object moves through
a physical point x0 in 3-D space and is observed by two camS
eras as depicted in Figure 6. Let x0 project onto locations x 1
S
and x 2 in the imaging planes of Camera 1 and Camera 2,
respectively. The property of geometric invariance asserts
that irrespective of how the cameras are placed (as long as
S
they lie outside the plane of motion), the motion labels at x 1
S
and x 2 are busy for the same duration and at the same physical times. To understand why this is true, note that the
busy interval at Camera 1 (Camera 2) is equal to the ratio of
the effective length of the object over its velocity, both projected onto Camera 1 (Camera 2). While the individual projected lengths and projected velocities are different, their
ratios are identical. This is because the projection operation
is identical for both the object length and velocity. These
ideas can also be extended to 3-D objects, cameras with
finite resolution, and, essentially, arbitrary orientations as
described in [5].
The geometry independence principle immediately lends
S
itself to a correspondence algorithm. For each pixel x 1
in Camera 1 with an associated motion label sequence,
S
one locates the corresponding pixel x 2 in Camera 2
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pixel-to-pixel correspondences.
whose motion label sequence
IN MANY APPLICATIONS, THE TASK
The principle underlying the
is the closest in the normalIS TO LOCALIZE VIDEO ANOMALIES
correspondence problem can be
ized Hamming distance sense.
BOTH SPATIALLY AND TEMPORALLY, AND
utilized further to develop
This normalized Hamming disTHIS CAN BE OFTEN ACCOMPLISHED
nominal maps of activity for
tance metric has a statistical
S
multiple cameras (see [5] for
basis, namely, two pixels at x 1
BY USING LOCAL FEATURES.
S
details). Furthermore, note that
and x 2 are matched if the difthe geometric independence exference between the corretends to co-occurrence maps as well, namely, that the co-occursponding motion label sequences can be explained by errors
rence potentials are identical when viewed from different
due to background subtraction. On the other hand, the two
cameras. Consequently, one can describe a general MRF model
pixels do not match if their corresponding motion label
that integrates the activities from multiple cameras.
sequences are significantly uncorrelated. This hypothesis
test leads to the following metric:
ANOMALY DETECTION RESULTS
no match
1 M
S S
S
S
To summarize our earlier discussion, we are given w video
S
d 1 x 1,x 2 2 8 a |Lt 1 x 1 2 2 Lt 1 x 2 2 |
_
u,
(9)
h t51
frames, It2w11, It2w12, c, It and a specific location x , and
match
our task is to determine whether this sequence is consistent
S
with nominal activity or, alternatively, it is anomalous. We
where u is a suitable threshold and h 5 max 1 7 Lt 1 x 1 2 7 1,
S
also have training data that describes the nominal activity. In
7Lt 1 x 2 2 7 1 2 corresponds to the maximum activity. Note that the
this context, our feature vectors described in the section
significance of the metric is that if pixels have low-level activity,
“Nominal Activity Maps: A Statistical Approach” provide a
the Hamming distance has to be relatively small for a potential
representation for the observed video frames.
match. Experiments conducted on a wide range of scenarios, as
In the following sections, we consider three realistic sceshown in Figure 7, provide an empirical evidence for the efficacy
narios: 1) spatially localized anomalies, such as abandoned
of the method. A similar strategy has been used by Hengel et al.
objects, sudden suspicious activity at a location, and unantic[41] to recover the vision graph of a camera network, i.e., deteripated activity at unanticipated times, 2) structured anomamine which cameras have overlapping fields of views. However,
lies in unstructured environments, and 3) spatially distributed
since that method has been geared toward sparse intercamera
anomalies, such as illegal U-turns.
correspondences, it isn’t clear how well it would perform for

Observed
Scene

Camera 1
Camera 2
Camera 1
Observed
Scene
Camera 2
Camera 1
Observed
Scene
Camera 2
(a)

(b)

(c)

[FIG7] Intercamera matching based on temporal signatures: (a) camera setup; (b) matching results from 90 s of video using
temporal signatures as proposed here; (c) matching results using spatial signatures from SIFT [40]. Note that the cameras have
different zoom levels. The proposed approach is able to match the corresponding pixels with a small error, whereas the method
based on SIFT fails to find correct matches. Although our method provides a dense mapping, we show only a few
correspondences for legibility.
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SPATIALLY LOCALIZED
analogous to background subEVENT-BASED FRAMEWORK HAS LOW
ANOMALIES
traction. However, unlike
MEMORY REQUIREMENTS AND IS OFTEN
The features described in the
background subtraction,
STRAIGHTFORWARD ENOUGH TO BE
section “Modeling Pixel Activity
which operates on photometCONSIDERED FOR EMBEDDED PLATFORMS
Using Markov Chains” will now
ric quantities, behavior subAT THE CAMERA NETWORK EDGE.
be used for spatially localized
traction operates on dynamic
anomaly detection. There are a
features; photometric stationnumber of different statistical
arity is replaced by dynamic
learning algorithms for anomaly detection. We point out a few
stationarity thus treating nominal (regular) motion as a
popular ones, which implicitly assume that the anomalous disbackground activity that needs to be ignored.
tribution is uniform over the feature vectors. One approach is
We demonstrate the powerful characteristics of behavior subto empirically estimate the nominal pdf of the feature vector.
traction for both the maximum- and average-activity nominal
Given this nominal pdf, a threshold rule, such as the one
maps using the size descriptor St (4). Thus, we use
S
S
S
S
5 ,i 6 W 5 5 Lt2w11 1 x 2 , c, Lt 1 x 2 , St2w11 1 x 2 , c, St 1 x 2 6 as our
shown in (2), can be applied where the threshold is chosen to
ensure a desired false-alarm level. Another approach is based
feature vector. We use training sequences of length
on K-nearest neighbors. Here, a test vector is declared anomaM [ 3 103, 5 3 103 4 , a temporal window w [ 3 100, 200 4 , and a
lous if the distance between the test feature and its Kth nearest
threshold u [ 3 0.5, 0.7 4 . Note that a departure from these values
does not change the results dramatically. As demonstrated in
neighbor is above a certain threshold level. A third approach is
Figures 4 and 8, despite its simplicity both in formulation and
based on one-class support vector machine (SVM) for each
computation, the size descriptor St seems to be a sufficiently dislocation [42]. The main point to note is that, for spatially localized anomalies, the tests are conducted at each location. Each
criminative characteristic for the detection of structured anomalocation has different underlying statistics, which are either
lies in unstructured environments. In fact, the method’s
learned or incorporated into the anomaly detection algorithm.
robustness to inaccuracies in motion labels Lt is quite remarkConsequently, one can obtain a uniform false-alarm rate across
able. Even if moving objects are not precisely detected, the resultall the locations. This idea is reminiscent of the well-known
ing anomaly maps are surprisingly precise. This is especially
constant false-alarm rate detector [8], where the detector is
striking in Figure 4, where a highly cluttered environment results
adapted to the location to compensate for the spatial variation
in high density of motion labels while camera jitter corrupts
of the noise statistics.
many of those labels, and yet the anomaly map is quite coherent.
The performance is clearly dependent on the algorithm
Figure 8 demonstrates the effectiveness of behavior subtracemployed. Nevertheless, for the purpose of illustration, we
tion for different nominal maps in different scenarios. When
present results in this section based on a simple algorithm.
used with the maximum-activity nominal map (5), behavior
Specifically, we consider localized nominal maps: Bmax (5) or
subtraction removes unstructured, parasitic motion, such as
that due to water animation (fountain, shimmering surface) or
Bavg (6), that are derived during training from the statistic
fluttering leaves [Figure 8(a)–(c)]; while motion label fields Lt
(3) while ignoring contributions arising from the number of
transitions ( A3 5 0) and assuming A1 5 A2 5 1. We mainly
include such unstructured detections, only excessive motion is
accurately captured by the anomaly maps. The same algorithm
use the maximum-activity nominal map Bmax (5) except for
is also capable of detecting abandoned objects [Figure 8(d)–(e)]
situations when background subtraction is unreliable, in
and people lingering [Figure 8(f)]. Figure 8(g) demonstrates a
which case we use the average-activity map Bavg (6). Once
remarkable robustness of behavior subtraction based on the
the nominal map is known, we test the observed feature
S
5 ,i 6 W at location x and declare it as an anomaly if its statisaverage-activity nominal map (6) to camera jitter; although the
detected motion labels Lt are extremely noisy, the detected
tic LSx 15 ,i 6 W 2 is larger, within some tolerance, than the
anomaly is relatively precise. In fact, it can serve as a jitter-resilnominal activity map at the same location, i.e.,
S
LSx 15 ,i 6 W 2 2 Bmax 1 x 2 . u, with u being a tunable threshold.
ient background subtraction algorithm.
Figure 9 shows yet another interesting outcome of behavior
We call this approach behavior subtraction [2], [6], as it is
subtraction. In this case, the maximum-activity
nominal map (5) was trained on video with a sin[TABLE 1] CONFUSION MATRICES FOR BEHAVIOR SUBTRACTION USING
gle pedestrian. While the object-size descriptor
THE MAXIMUM-ACTIVITY NOMINAL MAP BASED ON SIZE DESCRIPTOR
(middle column) captures both individual pedesAND THE METHOD OF CHEN ET AL. [12] FOR VIDEO SEQUENCES FROM
trians and groups thereof, anomalies are detected
FIGURE 8(D)–(E).
only when a large group of pedestrians passes in
BEHAVIOR SUBTRACTION
METHOD OF CHEN ET AL. [12]
front of the camera. In this case, behavior subtracTRUE OCCURRENCE
TRUE OCCURRENCE
tion serves as a “crowd detector.”
NORMAL ABNORMAL
NORMAL
ABNORMAL
To validate behavior subtraction quantitatively,
NORMAL
93.2%
4.9%
NORMAL
73.9%
2%
we have compared it with a tracking-based method
ABNORMAL
6.8%
95.1%
ABNORMAL
26.1%
98%
proposed by Chen et al. [12]. Table 1 shows a
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Video Frame It

Motion Label Field Lt

Object-Size Descriptor St

Anomaly Map

(a)

(b)

(c)

(d)

(e)

(f)

(g)
[FIG8] Behavior subtraction results for the maximum-activity nominal map (5) in presence of: (a)–(b) shimmering water surface,
(c) fluttering leaves, or containing (d)–(e) small abandoned object [(e) is from PETS data set], or (f) small erratic object in presence of
steady traffic, as well as (g) for the average-activity nominal map (6) in presence of camera jitter.
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0.4
Behavior Subtraction
Motion Detection
Random Guess

0.2
0

(b)

0

1—False Negatives

quantitative comparison between the two methods tested in
terms of confusion matrices. Clearly, behavior subtraction
results in far fewer false positives than the method of Chen et al.
while only slightly increasing the miss rate.
In another quantitative test, we compared behavior subtraction with robust background subtraction (a variant of
approach from [37]). In this test, behavior subtraction serves
the purpose of a robust motion detector. Consequently, anomalies correspond to any real moving object whose signature is
different from background signatures. We used three sequences, each containing animated background: a fountain
[Figure 8(a)], shimmering water surface [Figure 8(b)], and
fluttering leaves [Figure 8(c)]. First, we manually outlined the
moving objects in a number of frames. Then, we applied both
methods to each of the videos, and, finally, we computed the
number of correct detections (moving or stationary) as well as
false positives and misses by comparing each result with the
manually derived ground truth. By tuning the threshold u in
S
behavior subtraction (LSx 15 ,i 6 W 2 2 B 1 x 2 . u) and the corresponding threshold in background subtraction, we produced
receiver operator characteristics (ROCs) curves shown in
Figure 10. Clearly, behavior subtraction outperforms robust
background subtraction [37] by a wide margin.
One should note that behavior subtraction is efficient in
terms of processing power and memory use, and thus can be
implemented on modest-power processors (e.g., embedded
architectures) for edge deployment in camera networks. It
requires one floating-point number for each pixel of statistic (3),
for example, Bmax (5) or Bavg (6). This corresponds to the total of
11 bytes per pixel for w 5 24. This is significantly less than, for
example, 12 floating-point numbers per pixel needed when
working in photometric space using a trivariate Gaussian model
for color video data (three floating-point numbers for R, G, B
means and nine numbers for the covariance matrix).
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[FIG9] Results of behavior subtraction for the maximum-activity
nominal map (5) with training performed on a video containing
single pedestrian. (a) Two isolated pedestrians are considered to
be normality. (b) A group of pedestrians (later in the same
sequence) is associated with a large amount of activity and thus
detected as anomaly.
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[FIG10] ROC curves obtained for three sequences exhibiting a
large number of false positives: (a) cars moving in front of a
fountain [Figure 8(a)], (b) boats moving in wavy water
[Figure 8(b)], and (c) people walking in front of a tree shaken
by the wind [Figure 8(c)].

SPATIALLY DISTRIBUTED ANOMALIES
So far, we presented results for anomaly detection at a single
pixel. However, as we pointed out in the section “Spatial
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from the performance evaluation of tracking and surveillance (PETS) data set, shows a person dropping a bag,
which is an unusual event and thus colored in red. The
most updated PETS-related Web site is http://www.cvg.rdg.
ac.uk/PETS2009/. After a while, another person walks by
the abandoned bag but does not stop or linger and thus is
not labeled as anomalous.
To quantitatively validate our spatially distributed anomaly
detection, we compared it with an object-based method using
object path analysis [12]. The resulting confusion matrices are
shown in Table 2. The test was carried out on two of our own videos and two PETS videos (see the caption of Table 2 for details)
with the total of 80 normal and 12 abnormal events. While the
co-occurrence-based method discovered all abnormal events with
only 9% of false positives, the path-based method produced a
10% miss rate and 19.9% false positive rate. More results can be
found in [4].

Co-Occurrences,” to detect spatially distributed anomaly
patterns, co-occurrence models are needed. The co-occurrence matrix a xS Sy 1 t 2 (7) contains a summary of every trace
left by nominally moving objects in the training sequence
(examples of such a trace are shown in Figure 5). The goal is
to locate every spatiotemporal window M Sx, t in the observed
video in which the trace left by moving objects differs from
the co-occurrence matrix obtained during training. We
accomplish this by looking for outliers in the MRF model
(8). For each sequence, a co-occurrence matrix of size ranging between 130 3 70 3 300 and 210 3 210 3 150 was
used. The number of frames M used to estimate a xS Sy 1 t 2 (7)
varies between 2,000 and 7,000 (i.e., from one to four minutes of video) depending on the sequence.
Figure 11 shows three examples of spatially distributed
anomaly detection. One example shows left-to-right motor
S
traffic. The pixel x is located in the traffic lane, and its cooccurrence matrix, shown in Figure 5(a), clearly exhibits a
strong unimodality of motion. After a while, however, a
pedestrian shows up, walking from right to left. Since the
trace left by the pedestrian is significantly different from
the co-occurrence histogram, the pedestrian is identified
as an unusual moving object [red in Figure 11(a)]. The second example shows normal right-to-left motor traffic in
the top lanes [Figure 11(b)], but, this time, a car making
an illegal U-turn is labeled abnormal. The third example,

MULTICAMERA ANOMALIES
Matching activities in two cameras is usually possible if they
are calibrated. However, in heterogeneous camera networks,
calibration may not be possible. For instance, cameras have
different locations, orientations, and zoom levels. Perhaps
more importantly, the camera network topology can be
dynamic, i.e., cameras can frequently change orientations and
zoom levels. In such situations, the activity matching approach

(a)

(b)

(c)
[FIG11] Spatially distributed anomaly detection results: (a) left-to-right motor traffic labeled as normal (green) and right-to-left walking
pedestrian labeled as anomaly (red); (b) normal motor traffic (green) and an illegal U-turn (red); (c) an abandoned bag and a person
dropping it (red), and another person passing by but not stopping/lingering (green).
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need to have a different activity signature from
that of the background. Third, to insure geometric invariance camera positioning in the
scene and object height are both subject to
restrictions (the objects cannot be too tall or
CO-OCCURRENCE METHOD
METHOD OF CHEN ET AL. [12]
camera positioned too low over the scene).
TRUE OCCURRENCE
TRUE OCCURRENCE
Furthermore, for multicamera anomaly detecNORMAL
ABNORMAL
NORMAL
ABNORMAL
tion to be effective the occurrence of events
NORMAL
90.0%
0%
NORMAL
80.1%
10.0%
needs to be independent or uncorrelated for
ABNORMAL
9.0%
100%
ABNORMAL
19.9%
90.0%
pixels not in correspondence.
Working under these limitations, we demonstrated
that
our
approach is capable of reliably discoverdescribed in the section “Geometric Invariance and
ing both localized and spatially distributed anomalies based
Multicamera Nominal Maps” can help establish corresponon pixel-level analysis and without higher-level processing
dences and lead to nominal maps for multicamera activity. We
that involves explicit tracking of objects. Our framework
have conducted a few experiments based on this idea [5]; these
requires storage of binary values only thus reducing memoexperiments have demonstrated the utility of this approach for
ry requirements, and in some implementations it is straightmulticamera anomaly detection. Nevertheless, more
forward enough to be considered for embedded platforms at
experiments are needed to fully understand the advantages and
camera network edge. It is our hope that this framework
limitations of such an approach.
will open gates to many other exciting applications in the
near future.
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